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The Internet

LAN

Physically Secured    
Subnet (PSS)
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Root Process
(UID 0)

Security Check

Abort operation & 
Log event

Execute Requested
Operation

Invoked a  
privileged 
operation

Flag = Non-Rootable

Flag = Rootable or 

Locally-Rootable
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Process P1

Process P3

Process P4

Process P2

Host A Host B

P1 à P2: VERTICAL Propagation 

P2  à P4: HORIZONTAL Propagation

forkfork

telnet/ssh
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Remote Host      Source Privilege Flag    Destination Privilege Flag 

In PSS                       Rootable                       Rootable

In PSS               Locally Rootable                (Non-)Rootable ?

In PSS                  Non-Rootable                  Non-Rootable

Out of  PSS                   Rootable                       Rootable

Out of  PSS            Locally Rootable               Non-Rootable

Out of  PSS               Non-Rootable                 Non-Rootable
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telnet/ssh

System Call Monitor

Process P2

NPTraceD

Process P1

Kernel Module

NPTraceD

Host A

Host B

Login

Fork( )

(IP,Port)

Query

(Src Port, Src IP,     
Dst Port, Dst IP) Privilege Flag

Response

Privilege Flag

Application Independence
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